Anti-Spyware Coalition

Summary of Comments and ASC Response on the January 25, 2007 Draft
of the ASC Best Practices.

Summary

The Anti-Spyware Coalition received a number of comments regarding the public
draft of the Best Practices document during the 30-day period beginning January
25™. While the comments received were not as numerous as those received
during past comment periods, they were very focused and provided considerable
insight and pointed out room for improvement.

The comments on the Best Practices document fell into three broad categories:
1) those which complimented the work of the ASC, and the best practices
document in particular; 2) those who used the comment form as an opportunity to
request help with particular products; and 3) those offering concrete suggestions
for the improvement of the document.

While the generally complimentary comments received were encouraging to
receive, none of them provided suggestions for improving the Best Practices
document. The more specific suggestions received have aided the ASC in our
modifications of the Best Practices document. In particular, the inclusion of a
MefinitionsOsection, the clarification of some of the lists in the document and a
clarification on P3P formatting were all helpful, as were a number of other
suggestions.

The ASC also received a few comments that implied that the Best Practices
document was too subjective, allowing room for judgments based on value of
software, and that it did not provide assurance that software which complied with
the tenets set forth in the Best Practices document would escape censure by
Anti-Spyware software developers. The Coalition is not intended to be a
certification body and because the Best Practices document clearly said in its
Scope section @)his document is not the basis for a certification program,Owe
were surprised by these comments, but the comments suggested to us that we
needed to make this fact even clearer in the Final Working Report. It is ASC®
position that flexibility in the marketplace is healthy to allow different types of
consumers and enterprises to pick the solution that works best for them. The risk
factors in ASCQ® Risk Model document is intended to provide clearer objective
criteria by which anti-spyware vendors make their decisions whereas this
document is designed to provide more detail to the subjective and aspirational
nature of some of the consent factors from that document.



Contents
ASC divided the comments received into three broad categories:

1) Praise for the ASC and its work

2) Request for assistance with particular piece of anti-spyware software or
spyware

3) Detailed comments suggesting changes to the document
* Subijectivity

Compliance

Definition Section

Scope

Collecting Data

Value

Outbound Connections

Material Changes in Behavior

Continuity of List Structure

Multiple User Opt-In

User Access and Control of Data

Startup of Programs

Interference with Web Browsing

Impairment of Productivity

International Document

P3P Policies

Passive Tracking Technology Opt-Out

Third Party Privacy Policies

Conflicts with NAI Document

Sensitive information in Cookies

Definition of Tracked Documents

Praise for the ASC and its Work

The ASC received a few comments that were generally laudatory and thankful of
the ASC® work. These comments required no response from the Coalition, but
were thankfully received, and showed the continued support for the ASC and its
mission.

Request for assistance with particular piece of anti-spyware software or
spyware

The ASC received a small number of comments requesting direct technical
assistance with pieces of software, either Anti-Spyware software or spyware
itself. These comments were replied to individually, but do not require a
response from the Coalition in this summary document.

Detailed comments suggesting changes to the document
The ASC also received specific comments aimed at individual portions of the
document and hoping for detailed changes. The changes that ASC has made to



the public comment draft for this working release have come in their majority
from these comments.

Subjectivity

A number of the comments received by the ASC were concerned with the
subjectivity of the Best Practices document. In many cases, the document
was seen as too subjective to provide useful guidance for publishers of
software, and various suggestions were make to provide a more objective
approach.

There were a number of places in the document that were specifically
mentioned as places where the subjectivity of the document causes
problems. The WalueOsection of the document was one of these
sections, as was the terminology @ user may find unexpectedCon page
five of the document, and the use of the term @easonableOin the bullets
on page eight.

ASC was intentional in the subjective tone of this Best Practices
document. While we appreciate the concerns of those raising these
issues, it is not the intent of the Anti-Spyware Coalition to create objective
standards for the detection of unwanted software with this document.
More objective criteria can be found in our risk factors of our Risk Model
document. ASC believes that the combination of these documents will
help to keep a robust marketplace for anti-spyware technology.

Compliance

In relation to the previous section, there were also a few comments
received that suggested that compliance with other industry standard or
best practice documents should equate with compliance with the Anti-
Spyware Coalition Best Practices. This sentiment was made most often in
relation to the TRUSTe Trusted Download program.

As was mentioned earlier, certification or compliance regulation is not a
goal of the Anti-Spyware Coalition. The Best Practices document is an
aspirational one. It is meant both to aim even higher than the compliance
oriented guidelines currently in existence as well as to provide the Anti-
Spyware vendors with ideas as to how to go about flagging unwanted
software while at the same time avoiding proscriptive edicts that describe
exactly how each company must operate.

In order to make this fact more obvious, the ASC has rewritten portions of
the Scope section, to include a Compliance and Certification subsection.
This subsection goes into detail about the goals of this document.

There are several other organizations that take on this task including the
certification of security software, the certification of anti-spyware



technologies and the certification of software that wants to make clear that
it is not spyware. Some ASC members have actively been engaged with
these certification efforts, while others are simply monitoring their
development. ASC has been open to discussion with the certification
bodies and the Best Practices have many similarities to these efforts, but
as a more subjective and aspirational document, the Best Practices will
raise some issues that compliance documents will find more difficult to
address. These other groups have also been addressed in the new
Compliance and Certification subsection.

Definitions Section

Commenters raised issues of confusion in a number of places in the
document with terms such as @ublisherGand Goftware.O The ASC has
decided to define the term @ublisherGin the Definitions document when it
is next re-released to clear up some of the concerns with the usage of that
term. We also selectively modified the term GoftwareOwhen used into the
document to sometimes read Goftware technologies,Owhich we felt
clarified that we were referring to the areas addressed as GoftwareOn the
ASC Definitions Document subcategories of Potentially Unwanted
Technologies, in the cases where we intended such to be included.

Scope

One comment received by the ASC questioned the issue of which pieces
of software and which publishers fall under the provisions of the Best
Practices document, specifically wondering if ASC members themselves,
or other anti-spyware vendors that are not ASC members, should follow
the guidelines as laid out. It is the intention of the ASC that any company
which produces a technology that may be seen as potentially unwanted,
as laid out in the ASC Definitions document, should be held to these
standards, whether or not they are ASC members.

We have not, however, made any changes to the Scope section of the
document, because we feel the document already reflects this reality.

Collecting Data

One of the comments received by the ASC was concerned with the levels
of data acquisition that rise to the level of @ollectingO-- specifically with
regard to providing notice before collecting such data. Although the
commenter was concerned about a program or a browser based cookie
that may begin collecting data before notice could be provided, the ASC
feels that the subjective wording of the document as a whole, and this
section in particular allows Anti-Spyware vendors to measure the
technological necessity for collection prior to notice, if such exists, and to
make a judgment about its impropriety or lack thereof. In the specific case
of cookies, the ASC feels comfortable that the section on Passive



Tracking Technologies, which covers cookies in more detail, deals with
the specific problems raised by the commenter.

Value

The @isruptive advertisingObullet in the Prominent Notice section was the
topic of another comment aimed at pointing out the trade-off between
advertising and value that the ASC feels is already covered in the Value
section of the document. The earlier Value section is intended to explain
the value trade-off that is inherent in all the software discussed in the Best
Practices document, including advertising software.

Outbound Connections

In the same Prominent Notice section referenced above, the definition of
an @utbound connectionOwas the topic of another comment received.
The comment pointed out that the idea behind an outbound connection
was vague, and that the term needed to be defined. The ASC felt that the
@learly unexpectedOterm associated it was clarifying enough, and the
bullet remained as it is.

Material Changes in Behavior

A change to the last bullet in Prominent Notice was also suggested and
adopted by the ASC. The ASC inserted the word @nateriallyOto describe
changes to automatically updating software, in an effort to more narrowly
define the requirements for prominent notice.

Obtaining Consent

A comment was raised about the paragraph regarding obtaining consent
through deception or omission, stating that the examples provided were
confusing and did more harm than good. The ASC agreed and decided to
eliminate the paragraph entirely, and combine the one sentence of the
paragraph that wasn®part of the example in question and join it with one
of the proceeding paragraphs.

Multiple User Opt-In

One point of the Consent Expectations section regarding obtaining the
consent of multiple users of a single computer was the topic of another
comment received by the ASC. This comment maintained that a single
opt-in by an administrator user should be adequate to opt-in the entire
computer, including any other account holders. While the ASC agrees
that in many cases this may be true, we do not believe that this is always
necessarily so. There are any number of cases wherein each individual
user would want to be aware of and have the ability to agree to the actions
of a piece of software.

As is the case with the subjective criteria in the Best Practice document,
each individual Anti-Spyware vendor is responsible for making their own



determination about the importance of any particular concern, weighing it
with other factors and using that determination in flagging or not flagging a
piece of software.

User Access and Control of Data

Two separate comments were received regarding a user® ability to view
and correct the personal data that publishers of software have stored.

The first was concerned that the allowance for usersCaccess as laid out on
page 7 were overbroad and may cause logistical problem for many
publishers. While the paragraph in question allows that Anti-Spyware
Vendors may evaluate the extent to which the publisher in question allows
for such access, which in the view of the ASC provides room for
negotiation in cases of logistical impossibility, we did agree to remove the
reference to a Qublisher® systemQas it was vague and could be
interpreted overly broadly.

The second comment was in reference to a bullet on page 9 which
requested that the term @easonablyCbe added to a sentence that deals
with whether a company @rovided the ability to users to access and
correct personal information.O The section in question is already
subjective because of the framing language that examines the @xtent to
whichOpublishers follow the outlined suggestions. Despite that fact, the
ASC sees the wisdom in clarifying the possibly subjective nature of data
access and control, and so has made the requested change to the
working report.

Startup of Programs

The ASC received a comment regarding the user® control of programs
that wish to start automatically at boot. The comment expressed the
opinion that a user® ability to control whether a program starts at boot
should apply @xcept where it is obviousE that the program will start at
boot.O The ASC disagrees with this sentiment. The user should be able to
have some degree of control over a program® intention to start at boot
whether or not it is obvious that such will occur. We did, however, make
one small additional change to this bullet, removing the words @t bootO
since it was felt that the term was artificially limiting, and that automatic
startup of programs should be under user control, whether at boot, at login
or any other time.

Interference with Web Browsing

One commenter felt that the Wnwanted Interference with Web BrowsingO
bullet on page 8 did not allow for a situation in which a user consented to
the interference in question, but the ASC believes that consent rules in the
bullet are clearly laid out in the phrase @o whom theE userE hasn®given
permission.O The concept of @iving permissionOss synonymous with that
of @iving consent.O



Impairment of Productivity

In the section regarding unreasonable impairment of productivity, one
commenter suggested that a clarifying phrase be added to the end of the
bullet that read: Gn a way that a reasonable consumer would notice under
normal operating circumstances.O The ASC felt that having the word
@inreasonableOin the title of the bullet covered the concern that the
commenter was attempting to address. The ASC did change some of the
wording of the bullet in order to clarify intent, but not meaning.

International Document

The choice to reference the Canadian and OECD email best practices
documents struck one commenter as strange, who wondered why no US
sources had been referenced. First, it is important to notice that the list of
available best practices was not meant to be exhaustive by any means,
and publishers are encouraged to examine all the available resources
when deciding on email marketing strategies. Second, the Anti-Spyware
Coalition is an international organization and a subcommittee in the group
comprised of anti-spam experts chose to reference the Canadian and
OECD documents because these documents represent a working
collaboration between government entities, the private sector and NGOs
of which ASC has been supportive.

P3P Policies

We received two comments on our references to P3P policies in the
Passive Tracking Technologies section of the document. The first pointed
out that the P3P policy in a cookie should link to the privacy policy of the
@ata controller,Owhether or not they are the @omain ownerQas the
document currently states. This is a welcome correction, and we have
made the change to the final working report.

The other comment received was a question as to whether the P3P policy
suggestions we make are in line with the P3P specification as it stands
now. This comment also seemed to stem from some confusion regarding
the differences between the compact P3P policy and the full P3P policy.
Unless we specify the compact P3P policy in this section, we are referring
to the full policy. We have modified the text of the document to emphasize
the difference, and to refer to the full policy explicitly when needed.

We chose this wording because compliance with the compact policy is an
optional part of the P3P specification whereas the full policy is required.
The comment claimed that some of the disclosures this section requires
from P3P policies should instead go in the site® privacy policy, as they fall
outside the specification for P3P. We believe that while these
requirements do fall outside the compact P3P specification, they are
appropriate for the full P3P policy and, as the P3P specification states,



anything that falls outside the full P3P policy should be represented in the
site@ privacy policy.

Other Passive Tracking Technology Comments

The section on Passive Tracking Technologies was one of the most
heavily commented upon. Those comments which didn®focus on P3P
have been collected here.

In the case of requesting a user change browser options, one commenter
noted that there are cases where this action may be the only viable
method of allowing a user to opt-out of future cookies (i.e. Dif an already
set opt-out cookie has been deleted either by accident or purposefully).
We recognize this issue, and have changed the language in the final
working draft to encourage Anti-Spyware vendors to consider the extent to
which changing browser options in this manner is or is not a valid opt-out,
given the circumstances.

Another comment pointed out that requiring links to third party® privacy
policies when those third parties track or target on unrelated websites was
quite burdensome to the first party web site, and arguably provided little
use to the user. The ASC recognizes the burden that can be caused by
this particular requirement, and will modify it slightly in the working report
to allow Anti-Spyware companies to examine the extent to which a web
site follows these rules and judge the issue subjectively and on a case-by-
case basis.

In their comments on the document, the Network Advertising Initiative
(NAI), compared the Best Practices document with the currently existing
NAI Principles and pointed out that the two documents differ, both in the
general Passive Tracking Technologies section and in the particular
requirement of notice @bove the foldGand links to data practices. The
ASC realizes that these requirements are more stringent than the current
general practice in the market. As we say in the Introduction section of
the document, Ghe ASC believes that it is important to move past the
current behaviors and to help create a better marketplace.O In other
words, we recognize that the criteria in the Best Practice Document may
go beyond the practices of some players in the marketplace, but we hope
to inspire better practices among the industry as a whole through setting a
standards that we believe consumers expect.

One quick comment received about the Passive Tracking Technologies
section was one of clarification that the cookie expiration date is marked
from the date in the Qet cookie headerQalso called the refresh date. This
was the intention of the ASC, and we have clarified the language in the
working draft.



There were two comments that dealt with the topic of passively tracked
documents, with some concern that the term @ocumentOwas defined too
broadly and may unintentionally include other types of documents. The
ASC disagrees, and believes that the documents in question are actually
quite well defined as a Qassively tracked document that uses unique IDs
embedded in a common file format.O

Finally, one last comment suggested that the bullet regarding cookies
containing personal and sensitive information have the word @ther®
removed, as sensitive information is itself a defined term. The ASC
agrees, and the change has been made in the working report.



